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Abstract
Recognizing how technical systems can embody social values or
cause harms, human-computer interaction (HCI) research often
approaches addressing values and ethics in design by creating tools
to help tech workers integrate social values into the design of prod-
ucts. While useful, these approaches usually do not consider the
politics embedded in the broader processes, organizations, social
systems, and governance structures that affect the types of actions
that tech workers can take to address values and ethics. This paper
argues that creating infrastructures to support values and ethics
work, rather than tools, is an approach that takes these broader
processes into account and opens them up for (re)design. Drawing
on prior research conceptualizing infrastructures from science &
technology studies and media studies, this paper outlines concep-
tual insights from infrastructures studies that open up new tactics
for HCI researchers and designers seeking to support values and
ethics in design.
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1 Introduction and a Vignette
Computing appears to be in a crisis when addressing the ethical and
social effects of computing systems. Recognizing how computer sys-
tems can embed and promote social values [99], human-computer
interaction (HCI) and other computing researchers have created
a plethora of tools, frameworks, and methods for taking values
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and ethics into account during computing design, deployment, and
education (e.g., [14, 18, 34, 39, 82, 150]). At the same time, com-
puting development and deployment continues to cause real and
potential harms across areas including misinformation [55, 91], pri-
vacy and surveillance [50], workplace equity [51, 115], social biases
[106, 125], or security [37]. Emerging (generative) AI systems pose
a range of new risks to human (and non-human) actors [5, 120].

HCI’s dominant approach to addressing values and ethics is to
design tools to help technology developers and designers integrate
consideration of social values into systems during the product de-
velopment and design process. While useful, these approaches tend
to assume that individual technology developers and designers
have the power to make alternate product design decisions. These
usually do not consider the broader processes, organizations, so-
cial and economic systems, and governance structures that affect
how design is done in the first place and constrain what individ-
ual technology workers can do. Growing practice-based research
on values and ethics in design has shown the limitations of this
design approach, highlighting how barriers to addressing values
and ethics in organizational practice stem from: tensions between
individual designers’ and organizational practices [2, 38, 144]; how
ethics principles are operationalized and align (or do not align) with
organizational contexts [88]; a perceived lack of organizational sup-
port for responsible design practices [87]; varying amounts of social
power [117, 142]; how technical discussions are shaped by business
priorities [2, 92]; or the invisible labor required to enact value cen-
tered and ethical design practices [109, 112, 134]. The predominant
tool-based approach that HCI has taken does not address these
challenges, as exemplified by the following vignette from a prior
project conducted by the author investigating howUX professionals
attempt to address values and ethics in their work.

In 2018, I was sitting in a coffee shop in San Fran-
cisco. I was meeting Francine, who works on user
experience at a large company that creates and sells
enterprise software as one of its products. Francine
began to discuss an incident where she and other co-
workers learned that one of their company’s clients
was involved in perpetuating harms against migrant
families attempting to cross international borders.
That client organization reached out to ask for help
to improve their installation of the software made
by Francine’s company. Francine and a co-worker
had strong feelings against helping this client. They
drafted a letter that they planned to share, noting how
this violated their personal values. While Francine felt
her immediate manager was supportive, the issue got
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raised to upper management. Francine recounted the
response back from a chief officer of the company as
basically “do your job,” and that not working for this
client would “open a can of worms”—that it might lead
to a situation where anyone could stop work based
on their personal values. In the end, management at
Francine’s company ended up hiring an outside con-
tractor to help this particular client. While Francine
was glad she did not personally have to help this client;
she was frustrated that this contracting-out solution
did not address the underlying harms and concerns
that she and her co-workers had voiced.

One of the striking things for me from this vignette is that
Francine seems to have done the supposed “correct” things that
are implicitly expected in HCI’s dominant approaches to address-
ing values and ethics in design. She identified an ethical issue and
voiced her concerns to try to create some type of change. But in
the end, noting really changed. While the potential magnitude
of harm in this situation may be high compared to other ethical
issues, Francine’s account is reflective of research that has since
described the social power barriers that tech workers encounter
when they try to surface potential ethical issues or harms (e.g.,
[2, 84, 88, 117, 142, 144]).

These accounts point to the limits of the dominant HCI approach
to values and ethics: helping individual tech workers to identify and
address potential ethical issues is not sufficient to actually create
and enact ethical change in large corporate contexts. Individual
workers often do not have decision making power, and decision-
makers are often motivated by other (often financial) incentives.
Thus, helping tech workers like Francine to design ethical systems
requires more than creating technical values and ethics tools for
individuals. This paper seeks to identify approaches to help
create the conditions for tech workers to successfully advo-
cate for values and ethics in organizational and corporate
contexts during processes of technology production.

This requires (1) expanding the landscape of places where inter-
ventions by HCI researchers and designers could take place beyond
product design practices, such as in organizational processes, com-
munity building among values and ethics advocates, or in law and
policy. These processes are intertwined; interventions in one area
may open up or foreclose opportunities elsewhere. Learning to
operate in this broader landscape may require (2) new "modes of
action" [96], referring to how different components of a sociotech-
nical system act on and interact with each other in different ways.
HCI’s predominant mode of action—designing artifacts (such as
values and ethics tools) that are evaluated with users—may not
always be the most effective mode of action when attempting to
create changes across this broader landscape. Working to create
changes in organizational practices or law and policy may require
different forms of HCI research and design.

This paper utilizes the lens of infrastructures—a concept from
science & technology studies and media studies that focuses on the
social, political, and technical arrangements that allow systems to
function—to open up and explore this landscape through multiple
modes of action. The paper uses infrastructures in two ways: first,
as an analytical lens to help identify new sites and moments of

intervention within the sociotechnical infrastructures involved in
technology production; secondly, as a mode of action, by suggesting
that these sociotechnical infrastructures can be (re)designed inways
that can help improve the conditions for tech workers to advocate
for values and ethics in organizational contexts. This paper focuses
predominantly on production practices of computing technologies,1
mostly drawing on examples from a U.S. business context.2

In the following sections, the paper defines key terms and reviews
related work on values and ethics. It then presents key insights from
infrastructure studies, paired with tactics for research and practice,
before outlining new directions for HCI research and design.

2 Background and Related Work
2.1 Values and Ethics Terminology
This paper draws on Friedman to define “values” as the guiding
principles that people perceive to be broadly desirable, worthwhile,
important, or good in life [35],3 and Shilton to define “ethics” as
an intertwined but narrower term that refers specifically to moral
values [123]. Given the intertwining of these terms, as well as the
common use of both terms inHCI literature in often interchangeable
ways, this paper will generally refer to “values and ethics” together
to encompass these meanings. The paper then makes use of several
related terms:

• Values and ethics work draws on my prior definition of
values work [144] to refer to the everyday practices con-
ducted in the name of attending to social values and ethics,
often conducted by tech workers.

• Values and ethics advocates draws on Shilton’s concept
of a values advocate [121, 122], referring to someone who
does values and ethics work by having an interest in and
lobbying for social and ethical concerns during a design
process or within an organization. In this paper, advocates
includes both those with formal roles or responsibilities for
addressing values and ethics (e.g., [2, 92]), and those who
have other roles but informally advocate or take on extra
work to address values and ethics (e.g., [139, 144]).

• Values and ethics tools refer to the range of toolkits, tools,
design materials, and approaches that attempt to help de-
signers and practitioners consider values and ethics during
different phases of the design process, such as those docu-
mented in [18, 34, 150].

Additionally, when using the term “tech workers,” this paper
focuses on the workers who are often the imagined users of HCI’s
values and ethics tools. These are usually workers who are imagined
as taking on the role of values and ethics advocates (formally or
informally) during the development of computing systems [1, 121],
which could include, but is not limited to, software engineers, user

1While values and ethics are also shaped and contested by impacted stakeholders during
deployment and use (e.g., [48, 77, 154]), this paper focuses on how to create conditions
that can support values and ethics advocates during technology production processes,
following calls to study and intervene in the politics of technology production [45, 110].
2This focus acknowledges the outsized financial impact, power, and forms of con-
trol created through the US corporations’ technology development, as part of what
Hung describes as a data economy that is best viewed as “planetary assemblages of
coloniality” [58].
3While additional research in HCI and design has further debated the definition of
"values" (e.g., [15, 69, 80, 124]), the Friedman definition suffices for this paper.
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experience practitioners, user researchers, product managers, re-
sponsible AI practitioners, or privacy/security/accessibility special-
ists. While additional research highlights the broader forms of tech
labor required in the developing of computing systems—such as dis-
tributed data platformwork or janitorial work within tech company
offices [41, 61, 113, 153]—this paper largely limits its investigation
to the narrower group of tech workers who are the imagined users
of HCI values and ethics tools. Future work may look to this broader
definition of “tech workers” to find and build new solidarities, new
sites and moments of intervention, and new modes of action.

2.2 Addressing Values and Ethics in HCI
Within computing research, HCI and adjacent fields have designed
many values and ethics tools to help tech workers consider and
address values and ethical issues during the technology design pro-
cess, which prior researchers have inventoried and analyzed across
multiple dimensions (e.g., [18, 34, 82, 150]). These tools are often
evaluated for their usability in laboratory or classroom contexts.

However, practice-based research on values and ethics work
shows that much of the work of doing ethics is social rather than
technical. Social and organizational factors affect values and ethics
work in practice, including: “levers” that can spur consideration of
values and ethics in the design process [122], tensions between in-
dividual and organizational practices [38, 144]; practitioners’ back-
grounds and competencies [17, 19, 117]; practitioners’ information
seeking practices [75, 76]; rhetorical practices to communicate with
organizational decisionmakers [114]; interpreting legal require-
ments [44]; the role of community and collective action [107, 128];
and collaboration across diverse stakeholders and roles such as
product managers or cross-functional teams [25, 84].

A growing area of research is specific to values and ethics work
as it relates to AI systems (often under the banner of “responsible
AI”), investigating social and organizational factors such as: tech
workers’ views on their ethical responsibility [141], how AI ethics
principles are operationalized and align (or do not) with organiza-
tional contexts [111, 118], collaboration among diverse AI ethics
teams [25], a perceived lack of organizational support for responsi-
ble AI [87, 89, 141], and how technical discussions are shaped by
business priorities [101, 102].

Thus many challenges in addressing values and ethics are not
due to a lack of tools, but rather due to social and organizational
factors. While existing values and ethics tools can be useful, these
tools usually do not address the social and organizational factors
that affect practitioners’ abilities to conduct values and ethics work.
Taking these factors into consideration, or potentially changing
these factors, may require a different set of lenses and approaches.
This paper proposes concepts from infrastructure studies as one
such approach.

2.3 Infrastructures Studies
Analytically, this paper draws on the theoretical concept of infras-
tructures from science & technology studies and media studies
to understand the ongoing sociotechnical assemblages, relation-
ships, and practices needed to maintain systems [100, 129, 130].
Infrastructures contain specific technologies; are enabled by social

institutions through activities such as standards-setting, mainte-
nance, and repair; and support particular human actions while
complicating others [8, 65, 130, 149].

For example, the internet infrastructure consists of physical ca-
bles and data centers, but also consists of global standards and their
multi-stakeholder governance processes that ensure interoperabil-
ity [27], as well as laws and regulations about wired and wireless
internet usage [147]. At the same time, access to and experiences of
internet infrastructure vary widely, due to factors such as economic
decisions that limit availability in some regions [10], or specific and
diverse cultural histories that shaped the development of network-
ing systems in different ways over time [132]. Infrastructures are
inherently sociotechnical, and help draw attention to the intercon-
nections among the technical, sociocultural, organizational, and
political aspects of a system.

Several qualities of infrastructure as an analytical concept make
it useful for considering values and ethics work. First, Bowker and
Star advocate that an infrastructural lens asks researchers to con-
duct an “inversion,” focusing their attention on the relationships,
processes, people, and practices that normally exist in the back-
ground of a situation or activity [7, 9]. With this lens, the social,
organizational, political, and economic processes that are often
in the background when developing values and ethics tools are
foregrounded as sites of investigation and potential intervention.
Second, infrastructures highlight complex assemblages. Bowker et
al. write that “Infrastructure is indeed a fundamentally relational
concept; it emerges for people in practice, connected to activities
and structures” [8]. This highlights the interdependencies among
the social, organizational, political, and economic processes that
affect values and ethics work. Third, infrastructural relationships
bridge scale and time: decisions made in the design and creation
of infrastructures can have broad impact [62, 127]. Even though
infrastructures change over time and local experiences of the same
infrastructure can differ, initial choices in the design of an infras-
tructure can reverberate long after those decisions were made [65].
Considering values and ethics interventions at an infrastructural
level, rather than at the product design level, may enable positive
action at a larger scale. Last, infrastructures can draw attention
to systems of power. Star advocates that studies of infrastructures
should identify dominant narratives by identifying “that which has
been made other, or unnamed,” as well as surfacing work practices
that may normally be invisible [129]. This can help draw attention
to how infrastructural systems affect the social power, agency, and
positionalities of values and ethics advocates.

Computing research has adopted these perspectives on infras-
tructures in multiple ways. One approach is analytical, using in-
frastructures as a way to explore and understand sociotechnical
systems and the broader contexts in which they operate. This ap-
proach highlights maintenance and repair work, standards and pol-
icy, and political and economic conditions as objects of study (e.g.,
[32, 57, 64, 67, 86, 133, 151]). A second approach is to use infrastruc-
tures in a more design- or action-oriented way, or as Jackson et al.
describe, as a “sensibility: a way of thinking and acting in the world
capable of moving between the separate registers of technical and
social action” [65]. Examples include using concepts from infras-
tructures studies to help design large information systems [47, 108],
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to consider the long-term maintenance of design projects [62], and
as lenses to inform speculative design explorations [16, 149].

This paper utilizes infrastructures in both an analytical and
action-oriented way. The next section highlights specific insights
from infrastructure studies that can help researchers analyze the
landscape of values and ethics work in new ways, and suggests
tactics for how HCI research on values and ethics in design might
re-orient or expand its work based on those insights.

3 Tactics for Creating Infrastructures for Values
and Ethics Work

This section draws on insights from infrastructures studies to
present a set of new tactics for HCI to support values and ethics
work.4 Across the tactics, the paper highlights projects in and be-
yond HCI that are already starting to utilize some of these ap-
proaches. By bringing examples these together I hope to suggest a
more explicit and concerted effort toward addressing values and
ethics utilizing an infrastructural lens.

Each subsection is grounded in a particular insight from in-
frastructure studies: (1) infrastructures are dynamic processes; (2)
infrastructures are social and experienced from multiple subject
positions; (3) infrastructures require ongoing forms of (invisible)
work; and (4) infrastructures are embedded in existing systems,
calling attention to standards, law, and policy.

Each subsection describes how that infrastructural insight has
affinities with values and ethics work. Following each insight, the
paper presents one or more tactics for HCI research and design,
illustrated with exemplars and highlighting the modes of action
that the tactic helps open up.

3.1 Insight: Infrastructures are Dynamic
Processes

Infrastructures are dynamic systems. Bowker et al. consider in-
frastructures as a set of practices and processes, using the term
“infrastucturing” [8]. Star and Ruhleder describe that an infrastruc-
tural lens askes “when” is an infrastructure, rather than “what” is
an infrastructure, focusing on the dynamic relationships and pro-
cesses that form infrastructures [130]. Exemplifying this, Starosiel-
ski investigates undersea internet cable infrastructure in the Pacific
Ocean not as a “thing,” but as a set of situated cultural histories, sub-
ject to different politics of ownership, regulation, and contestation,
through political, environmental, and cultural processes [132].

HCI’s values and ethics tools tend to focus on changing the static
outcomes of software design. Once a set of social values or ethical
goals are identified, those can be inscribed into the design of the
technical system. However, viewing software design in organiza-
tional contexts as a set of dynamic processes rather than a set of
outcomes opens the door to considering how to design and shape
those organizational processes themselves.

3.1.1 Tactic: Shifting From Values in Product Design to Values in Pro-
cess Design. Like the design of technical artifacts, processes can also
embody their own values and politics. Research from administrative

4The organization of this discussion is similar to Wong et al.’s discussion on infras-
tructure studies’ potential to influence speculative design practice [149].

law and governance highlights the importance of “procedural val-
ues” when designing processes—social values that help stakeholders
view processes as legitimate, such as auditability, participation, or
transparency of decision-making [27, 33, 74]. These are different
than “substantive values,” or social values that should be promoted
by the outcomes of a process. Prior research on values and ethics
work argues that ethical technology design requires organizational
processes which support ethical cultures [2, 54, 87, 111, 144].

Technology companies’ organizational processes embody their
own social values, often oriented around market logics [2, 92]. Exist-
ing organizational processes include product privacy and security
reviews, or user research processes, or various forms of risk and
impact assessments. Thus, this tactic asks: what could it look like
to re-design these organizational processes?

One mode of action enact this tactic is to influence shared
standards and frameworks that articulate what should oc-
cur in technology development processes. For instance, the
International Organization for Standardization (ISO) has a standard
for “human-centered design for interactive systems,” outlining the
process of human centered design [60]. The US National Institute
of Standards and Technology’s (NIST) AI Risk Management Frame-
work provides a high level framework of different risk assessment
processes that can be used when developing and deploying AI sys-
tems, and describes the range of stakeholders that could be included
in these processes [98].

Another mode of action is to apply existing value-centered
design approaches to designing the values embedded in orga-
nizational processes, rather than values embedded in techni-
cal artifacts. HCI researchers and designers can work to change
the values embedded in workplace processes, in part by building
on a history of (re)designing workplaces, particularly in Scandina-
vian participatory design [3, 43]. For instance, Gray et al.’s project
to help technology practitioners co-design ethics-focused action
plans highlights an approach to how practices can be designed [40].
Expanding this approach to the design of organizational processes
could expand researchers’ focus from thinking about individual ac-
tions to collective and organizational-scale actions. Considerations
when working in this mode of action include thinking about how
organizational processes embody various procedural values, as well
as understanding how different organizational stakeholders may
care about or conceptualize procedural values in different ways. For
instance, how can decisions be contested? Who gets to participate
on what terms? What parts of the process are visible and trans-
parent, and to who? What tensions exist between stakeholders’
perspectives on these processes [36]?

A third mode of action can focus on re-designing processes
that exist beyond the scope of a single organization. HCI re-
searchers and designers might consider re-designing processes that
change the broader contexts that technology production takes place
in. For instance, Wong et al. identify financial investment practices
in technology companies as a set of processes where values can
be surfaced and contested [146]. Changing the norms or incen-
tives around technology company financial investment processes
might shift how values and ethics get addressed. For instance, this
ight include re-defining how environment, social, and governance
(ESG) investing accounts for those factors when making invest-
ment decisions, or changing the regulations around publicly-traded
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companies’ disclosure processes and what information they need
to publicly disclose about their actions. What if privacy or AI risks
of a company’s software products were measured and disclosed to
investors, or factored into ESG investment practices? Additionally,
Widder’s conceptualization of AI production as a “supply chain”
highlights additional processes and relationships that occur “up-
stream” during software production [141], which could serve as
additional points of intervention to re-imagine organizational pro-
cesses across multiple organizations involved in the supply chain.

HCI researchers and designers, and values and ethics advocates
do not have to take the organizational processes and broader eco-
nomic contexts that shape technology product as given. By con-
ducting an infrastructural inversion and bringing organizational
processes to the foreground, these broader processes could be new
sites for intervention and (re)design.

3.2 Insight: Infrastructures are Social and
Experienced fromMultiple Subject Positions

While the term “infrastructure” may conjure ideas of large physical
systems like pipes and bridges, infrastructure also requires human
and social interaction. Lee et al. identify the importance of “human
infrastructure,” calling attention to social groups and collaborative
practices as a key part of infrastructure [81]. Star and Ruhleder also
describe infrastructure as being learned as part of membership in a
community, and being linked with the community’s conventions
[130], drawing on Lave and Wenger’s concept of a community of
practice in situated learning [78].

Numerous studies of values and ethics work support this per-
spective by identifying how tech workers: navigate their profes-
sional communities and organizational workplace communities
[2, 84, 87, 117, 144]; take on different roles to educate others [17];
and take on or assign different levels of responsibility for conduct-
ing values work [109]. While many values and ethics tools focus
on helping improve the design of products, fewer focus on these
social communities as a point of intervention.

Because infrastructures are social, they are embedded in systems
of power and are experienced in unequal ways by people with
different subject positions. For example, Burrell highlights how the
visibility of infrastructure is not always in the background based
on people’s subject position; for residents in rural areas of the U.S.
with scarce or unreliable internet access, the internet infrastructure
is quite visible and present [10].

Values and ethics tools often imagine an idealized designer or
engineer who has the power to make “better” design decisions after
using the tool. However, this does not recognize the subject posi-
tions or relations of power that tech workers experience, affecting
their ability to make decisions or even use those tools in the first
place.

3.2.1 Tactic: Design to Build Communities of Practice for Values and
Ethics Work. One mode of action to enact this tactic is to educate
and design in ways that help tech workers navigate the social
dynamics of their organizations and build communities of
practice that can help support them in doing values and
ethics work. Ethics education modules or design tools might focus
on improving people’s human and social skills to help them build
social networks and find allies within and beyond their organization.

Cha et al.’s “Ethics Pathways” activity helps people reflect on the
organizational resources they have to take ethical action, including
social and communal resources (as well as technical ones) in an
academic research context [13], but could be extended to a corporate
tech worker context. However, while that activity helps people
identify their resource needs, the tool does not explicitly help build
or create those resources.

Widder et al. recruited teams from companies to play an ethics
game that asks players to identify potential harms of AI applications,
finding that the use of the game in an industry setting is unlikely
to lead to direct changes in products, but may be more helpful at
helping players find critically-aligned allies “from which a broader
collective to raise critique may be fashioned” [140]. This was a
secondary effect of the game, but opens up a new design space:
to explicitly design activities or tools that focus on these social
tasks like finding allies and building communities of practice. In
an example of designing for communities of practice for values
advocacy beyond tech workers, Krafft et al.’s “Algorithmic Equity
Toolkit,” is aimed at building communities of citizens who can take
political action when local governments adopt algorithmic tools
[77]. Similar tools could be developed for a tech worker context.

In deploying this tactic, lessons may also be drawn from efforts
across HCI to design for collective action, including what Le Dantec
calls “social design”—designing with and for collective communi-
ties in ways that emphasize supporting social action or activism
[79]—or Ehn’s view of participatory design as “infrastructuring”
community building [28], or design justice’s goals to sustain, heal,
and empower communities [22, 26]. In these, the goal of design is
to build community capacities. Lessons may also be learned from ef-
forts within HCI to design for labor organizing efforts [71, 73, 143],
as well as existing collective action and activist efforts in the tech
industry [6, 136]. Additional modes of action to build communities
of practice may take forms beyond design, such as doing commu-
nity work and outreach, alliance building, or developing and using
educational materials.

3.2.2 Tactic: Acknowledging Positionalities of Values and Ethics Ad-
vocates. Prior research on values and ethics work highlights the
effects of social power and positionality. Scheuerman and Brubaker
describe how tech workers’ positionality—including affinities with
group identities, job role and function, and positions within teams
and within the organization—affect how they recognize and seek
to address ethical issues such as computer bias [117]. Hoffmann
describes how corporate initiatives to increase diversity and inclu-
sion can end up perpetuating further harms against people from
groups that are trying to be included [53]; when at the same time
people from groups traditionally marginalized in the technology
industry workforce are often asked to do extra work related to
addressing values and ethics. Even though many values and ethics
tools contain calls to be “participatory” with diverse stakeholders
from inside and outside of the companies developing software tech-
nologies, Delgado et al. highlight many ways that “participation”
can be enacted, some of which uphold exist power structures and
limit the voices of these stakeholders [23]. Widder et al. investigate
why engineers may not feel empowered to advocate for values and
ethical change—ranging from financial and immigration precarity,
to feeling unsafe in a workplace environment, to being sidelined
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due to organizational incentives [142]. This is not unique to cor-
porate contexts; Horgan and Dourish discuss how data teams in a
government context act as “tempered radicals” (drawing on Meyer-
son and Scully) within their institutional context, upholding certain
institutional norms while finding space to challenge others [56].

The design and development of values and ethics tools—
HCI’s main mode of action—might do more to consider the
positionalities of the values and ethics advocates using the
tools. Considerations for this mode of action include: Does the in-
tended user have the position and power to advocate for the types
of changes that the tool suggests? Is it safe for those advocates to
do so? If not, then researchers may determine that other modes of
action would better support values and ethics advocates, such as
attempting to change organizational processes or standards that
might help shift their position and power within the organization.
Considering positionalities and the safety of values and ethics advo-
cates suggests that sometimes not increasing the visibility of their
work may better help them continue their advocacy.

3.3 Insight: Infrastructures Require Ongoing
Forms of (Invisible) Work

Infrastructures do not exist on their own indefinitely; they require
ongoing maintenance and repair. Jackson suggests considering the
world through the lens of breakdown rather than growth, novelty,
or progress, bringing renewed attention to practices of maintenance
and repair [64]. Houston et al. suggest that these moments of repair
are also sites and moments where the social values of a system can
be surfaced, debated, and reconsidered [57]. As Star describes, often
much of this necessarymaintenance and repair work is invisible and
operates in the background [129]. An infrastructures lens brings
these work practices into the foreground for consideration.

Working to address values and ethics in technology production
requires forms of work and labor beyond the technical work of de-
signing systems. Wang et al. discuss the additional and less visible
forms of work that UX practitioners do to contribute to responsible
AI initiatives, such as translating ethical guidelines and frameworks
to UX practice, often taking time and energy beyond their formal
job requirements [139]. Madaio et al. describe the articulation work
required to take abstracted AI ethics tools (such as an AI fairness
checklist) and contextualize them into their own organizational
context, such as customizing the tool, integrating it into existing
workflows, and navigating tensions in who gets to make these
decisions [89]. Several projects have highlighted the emotional la-
bor conducted by values and ethics advocates, including the effort
people undertake to raise concerns while still being viewed as a
“good” colleague who does not disrupt too much [145], feeling vul-
nerability when taking on responsibility to address ethical issues
[109], or navigating the cognitive and emotional dissonance be-
tween tech workers’ experiences inside companies and the external
public critiques of those companies [134]. Emotional labor in values
and ethics work extends beyond the corporate context, as Rattay
et al. find in a European public sector organization, highlighting
the affective experiences of failure and moral stress faced by engi-
neers seeking to address values and ethics in their system design
[112]. Moreover, this labor is not evenly distributed, and often falls

on those who have been historically underrepresented in the tech
industry [53].

3.3.1 Tactic: Designing for the People Doing Multiple Forms of Val-
ues and Ethics Work. HCI design and research can respond to this in
several ways. When using HCI’s primary mode of action of design-
ing tools, values and ethics tools can more explicitly account
for and support these forms of invisible work. Tools might be
designed to gracefully hand off responsibility from an abstracted
tool to the human workers doing translation and articulation work
to make those tools function in local contexts. For instance, Madaio
et al. suggest supporting “positive ambiguity,” that can help tech
workers contextualize responsible AI tools, intentionally leaving
certain aspects of the tool under-specified (such as example use
cases) to allow workers to fill in those details based on their local
situated context [88]. Wong et al. suggest that toolkits might ex-
plicitly provide guidance on how tech workers can translate and
articulate the results of a values and ethics tool into language that
would be legible to other organizational stakeholders [150].

Tool design from other subfields may also serve as useful exam-
ples. Pierce et al.’s analysis of user-oriented cybersecurity toolkits
note several security toolkits that not only provide technical digital
security advice, but also describe how to address one’s social and
emotional health when protecting their security, acknowledging
the emotional labor required to protect security, and how security
might be addressed from a social or collective perspective rather
than a purely individualistic one [105]. Similar forms of guidance
could be beneficial in the design of values and ethics tools.

Beyond tool design, other modes of action can support values
and ethics work. Educating students to build the capacity to do
these forms of non-technical work could be useful in a curricu-
lum context. Formal indicators of work, such as organizational
performance evaluations, could be changed to make some
of this invisible work more visible when that is useful. Stan-
dardized processes (such as a product privacy or security review)
might be created that explicitly recognize and support these forms
of invisible work. Note that Star and Strauss discuss the compli-
cated ecologies of invisible and visible work; that more visibility
can also lead to increased surveillance [131]. Efforts utilizing this
tactic should consider the tradeoffs of how and when work is made
visible, and consider ways to support the people doing invisible
work that may not necessarily make their work more visible. Values
and ethics advocates doing work that is in tension with dominant
power structures may not want their work to be made visible to
decisionmakers, as it may lead to consequences to their reputation
or employment (e.g., [93, 94]).5 For these cases, an alternative tactic
or mode of action may be more appropriate.

3.4 Insight: Infrastructures are Embedded in
Existing Systems, Calling Attention to
Standards, Law, and Policy

Infrastructures studies highlights that technologies and artifacts do
not exist on their own, but are relationally embedded into broader
sociotechnical systems, contexts, and ecologies that affect their
creation, adoption, and ongoing use. In contrast, values and ethics

5Particularly in a U.S. context, where few legal labor protections exist.
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tools have been critiqued for being designed in ways that are de-
contextualized from the complex social and organizational contexts
in which those tools might be used and deployed [150], creating an
“abstraction trap” [119]. These contextual complexities include ten-
sions between individual and organizational practices at technology
companies [38], or the challenges of interdisciplinary collaboration
in industry contexts where people across different positions and
roles have different views about what constitutes a values or eth-
ical problem, and what the scope of potential solutions might be
[25, 117]. These real-world complexities are often left unmentioned
and unaddressed in values and ethics tools. Values and ethics work
in industry contexts are also embedded within broader systems that
embody technological determinist logics and/or capitalist market
logics, which may challenge or even capture attempts to address
values and ethics [42, 92, 103, 152, 155].

Infrastructure studies calls particular attention to the role of
standards as a way of ensuring that diverse sociotechnical systems
can work together [130]. Additional research has expanded this to
discuss the role of law and policy in shaping infrastructures [65],
and to discuss law and policy as a type of infrastructure itself [24].
Standards and policy can enable changes at scale with far reaching
effects, often for relatively long periods of time (though standards
and policies can be changed over time as well).

Within HCI, particularly CSCW, policy has been conceptualized
as being inherently intertwined with design and practice [66], re-
flecting the embeddedness of policy as an infrastructure. Policies
can both constrain practices and generatively enable new ones, and
can occur at multiple levels ranging from national public policy
to organizational policy to platform policy [11, 12, 68, 147]. At the
same time, standards and policymaking is not a singular force. It
has its own values, politics, and histories. Who is able to participate
on what terms, how decisions are made and contested, and how
policy “on the books” is enacted “on the ground” all vary across
contexts [4, 12, 27, 74]. Furthermore, while public policymaking
may often aspire to democratic ideals, even publicly accountable
legal systems can create and reinforce injustices [137], particularly
when policies are implemented via technical means [30].

While a growing number of HCI papers describe “implications
for policy” [138], few engage in depth with how to specifically
implement those policy changes, as that is traditionally viewed as
outside the scope of mainstream HCI research [151]. However, as
legal scholars and researchers have turned their attention to the
design of technologies as another tool to implement the moral goals
promoted by law over the past three decades [20, 21, 49, 52, 83, 135],
perhaps it is time for HCI designers and researchers to likewise
turn our attention to law, policy, and standards as another tool to
promote the values we wish to see in technologies.

3.4.1 Tactic: Designing Standards, Policies, and Law to Enable Val-
ues and Ethics Work. Changing standards, policies, and law can
help shift the dynamics of the organizational and sociotech-
nical contexts where values and ethics work takes place.Ali et
al. find that directly advocating to change values and ethics during
the design process in a corporate setting may not be an effective
point of intervention, as individuals may not have the individual
social power to enact change—a problem further exacerbated by the
frequency of reorganizations that change the structure and makeup

of teams [2]. Spitzberg, highlighting these problems, argues that
creating shared standards for addressing values and ethics can shift
responsibility away from individuals towards a broader collective
[127]. While most values and ethics tools are created for use by
individual advocates, HCI researchers and designers might consider
designing standards, policies, and laws for values and ethics (or
designing tools to help those creating standards, policies, and laws).

Two considerations might shape how this tactic is deployed.
First is considering how the design and language of standards,
policies, and law can also codify a particular expertise or approach
to addressing an issue—for instance, does a particular social value
become viewed as a legal compliance issue, or an engineering issue,
or a user centered design issue? Empowering designers and values
advocates on the ground requires having advocates during the
policy creation process to shape these rules in ways that align with
HCI expertise.

For example, in April 2024, the U.S. National Institute of Stan-
dards and Technology (NIST) released a voluntary AI Risk Man-
agement Framework, a voluntary standardized framework to help
organizations manage potential AI risks [98]. Notably, the frame-
work highlights user experience (UX) experts as important orga-
nizational stakeholders who should be included during multiple
stages of the AI risk management process, including during AI
system design and AI system deployment, specifically calling out
“domain experts with expertise in human factors, socio-cultural
analysis, and governance” [98, pg35]. For organizations following
the NIST AI Risk Management Framework, this provides a potential
opening for UX values and ethics advocates to assert their expertise
and legitimacy for being involved in decision-making about AI
systems. Presumably, HCI advocates were involved in the creation
of this framework, to make sure that language was included. The
international legal landscape can also create opportunities for tech
workers. Grover’s study of compliance practices with the European
General Data Protection Regulation (GDPR) focuses primarily on
North American developers (from companies of different sizes),
finding that the GDPR provides an opportunity for developers to
help shape their organizations’ interpretation of what “the spirit
of the law” is and how their organization’s privacy compliance
practices should be conducted [44].

At other times, standards, policies, and laws may indirectly pro-
mote the work of values and ethics advocates by creating new
processes or requirements to “piggyback” on, such as Deng et al.’s
observation that the creation of privacy impact assessments (often
required by data protection laws or in standard privacy manage-
ment frameworks) created new opportunities for tech workers to
advocate for fairness [25]. How might standards, policies, and orga-
nizational processes be designed with values and ethics piggybacking
explicitly in mind? Learning from the NIST and Deng et al. examples,
standards, policies, and laws might be designed with metaphorical
“handholds” to either explicitly or implicitly support the expertise
and work of values and ethics advocates.

Second, HCI researchers and designers, as well as values and
ethics advocates, can utilize multiple modes of action to affect these
policymaking processes. They may engage in more traditional
forms of policy creation and engagement, such as directly par-
ticipating as experts in standards setting processes [27], serving
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on committees such as the ACM US Technology Policy Commit-
tee, or producing evidence for policymakers and building social
connections with think tanks and policymakers [126].6

Designerly modes of action can also be used to engage in
policymaking. Margaret Hagan describes opportunities to apply
human centered design techniques to the “design” of law and policy
[46]. Similarly, legal scholar Cristie Ford argues for an alternate
approach to regulation rooted in the value of "respect," that "cen-
ters people and their lived experiences" in policymaking, utilizing
design practices including human centered design, participatory
design, and design justice [31]. Lindley et al. show how techniques
like speculative design can be used in conjunction with policy-
making processes to think through the potential implications that
policy choices might have on technology design and production
[85]. These modes of action can be used across multiple levels and
forms of policymaking, from international standards, to national
laws, to industry norms, to organizational and platform policies.

3.4.2 Tactic: Designing Values and Ethics Tools to Tactically Engage
the Lingua Franca of Existing Sociotechnical Systems. Returning
to the design of values and ethics tools as a mode of action, the
infrastructural insights presented in the paper suggest new consid-
erations when creating values and ethics tools that are responsive to
other modes of action occurring in other parts of the infrastructural
landscape.

One design tactic is to create values and ethics tools that
explicitly recognize the social, organizational, and economic
contexts where they will be deployed. In discussing how to
make critically oriented HCI more legible to the normative dis-
course in the field, Khovanskaya et al. describe tactically engaging
the lingua franca—the common forms of communication—of the
field, sometimes framing critical projects as engaging (and at times
upholding) parts of the dominant discourse, while challenging and
critiquing others [70].

In conducting values and ethics work, advocates are already
making these moves. Deng et al. describe how AI fairness advo-
cates in companies “piggyback” their work on top of established
procedures at their companies, such as privacy impact assessments
or quantitative metrics to communicate with other teams [25]. My
prior investigation of “soft resistance” highlights how UX practi-
tioners advocate for values and ethics by critiquing their companies’
products, but largely in ways that are permissible within existing
structures [144].

These approaches could be embodied in the design of values and
ethics tools themselves. Nathan et al.’s value scenarios provide an
early example of this: drawing on the common lingua franca of
creating user scenarios in UX, Nathan et al. embed concepts from
critical design and value sensitive design into scenarios in order
to explicitly consider issues of values and ethics over time, while
still being legible to the dominant discourse as a legitimate prac-
tice of creating scenarios [97]. Wong and Khovanskaya similarly
investigate the potential for critically oriented speculative design
practices which explicitly consider values and ethics to be adopted
within mainstream technology companies by framing them as a

6Figuring out how to make these practices legitimate and legible as contributions to
the mainstream HCI community rather than being viewed as additional service labor
is still debated, as discussed by Yang et al. [151].

continuation of the technology industry’s historical practices of
corporate futuring, rather than framing them as critically oriented
methods [148].

Moreover, values and ethics tools should consider whose exper-
tise is being legitimized and empowered—whose lingua franca is
embodied in the tool? Does the tool suggest an approach aligned
with engineering, UX, product management, legal compliance, or
another role? This is a design decision that narrows the scope of
what gets considered as legitimate ethical action. This is not nec-
essarily negative, as it is a necessary choice when designing tools.
However, these decisions should be made intentionally, taking into
consideration how this aligns with the types of expertise that are
legitimized and empowered through other modes of action, such
as if there are certain types of expertise promoted by an adopted
standard or a law.

The design of values and ethics tools might also consider
the cultural contexts where they will be deployed, particu-
larly when making choices in language, rhetoric, and dis-
course. Prior research has investigated how UX designers deploy a
range of rhetorical strategies to convince other stakeholders about
design decisions [114], which may not always be the same rhetor-
ical framings that UX designers use with each other. Building on
this and prior research on corporate-level discourses about social
values like privacy [90], Wong et al. suggest that values and ethics
advocates consider using language that aligns with corporate de-
cisionmakers’ risk assessments when it is tactically useful—for
instance, while a UX researcher might view privacy as important
because users care about it, describing the need to address privacy
in terms of corporate regulatory risks or public relations risks may
better align with company decisionmakers’ concerns [146].

Thus, values and ethics tools could be more explicitly designed
to “piggyback” on a range of existing discursive practices, processes,
and policies that are already seen as legitimate within the organi-
zational contexts where these tools are intended to be deployed.
This can make values and ethics legible to other organizational
stakeholders as something worth addressing.

4 Discussion: Directions for Creating
Infrastructures for Values and Ethics Work

This section reflects on broader directions for research and design
in HCI and computing that can support values and ethics work
based on the insights and tactics described in the previous section.

4.1 Creating Infrastructures for Values and
Ethics Work Requires Multiple,
Simultaneous Modes of Action

Taking an infrastructural perspective on values and ethics in design
helps HCI researchers and designers, and values and ethics advo-
cates, by (1) analytically opening up new sites of intervention and
(2) suggesting new modes of action, as "a way of thinking and act-
ing in the world capable of moving between the separate registers
of technical and social action” [65] which could ultimately change
these infrastructures. If the broader goal of the values and ethics in
design research community is to promote shared social values or
morals in technology design, then multiple modes of action must be
used at multiple sites of intervention beyond traditional tool design.
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Drawing on legal research from Lessig, technology design is just
one mode of action that can promote moral goals—other modes of
actions include law, markets, and social norms [83].

An infrastructural perspective highlights an array of modes of
action beyond technology design, across a broader landscape be-
yond the product design process. These modes of actions are in-
terconnected and can better support each other if multiple modes
of action are considered simultaneously. Action in one part of the
landscape can open up and foreclose opportunities in another part
of this landscape. The design of standards, law, and public policy
can create changes at broad levels, and codify particular types of
expertise that can affect which types of practitioners have agency
over these issues within organizations (for instance are values and
ethics framed as engineering problems, or user-centered problems,
or legal compliance problems?). The design of organizational policy
and processes might be informed by requirements in standards,
laws, and public policy (such as the requirement to conduct privacy
impact assessments), which can create new opportunities for values
and ethics work to “piggyback” onto. Designing to influence finan-
cial and economic processes can similarly affect these processes
(such as considering what types of business risks companies may
have to disclose, affecting the design of risk assessment processes).
Building communities of practice to do values and ethics work can
utilize knowledge of these processes to find allies or build strate-
gies for how to frame the legitimacy of values and ethics work.
Considering changes to processes such as performance reviews can
help increase the legitimacy and visibility of values and ethics work
when that is beneficial.

Notably, modes of actions have different politics and operate
differently [96]. For instance, who is accountable to who is different
when creating public policy, compared to a company’s privacy
impact assessment process, compared to a human centered design
process. Who gets to participate on what terms, how decisions are
made and contested, and what actions are considered legitimate all
differ across these modes of action.

HCI and computing can do more than design. Working
towards an infrastructural approach to values and ethics work en-
visions HCI researchers and values and ethics advocates who can
dynamically shift and move across these modes of actions while
recognizing their different politics. They can create and shape poli-
cies, governance mechanisms, social systems, community actions,
and technologies and tools.

At the same time, this approach also opens up new opportuni-
ties for design, such as designing law and policy [31, 46]. It also
opens new opportunities to design for indirect change that can still
support new communities of practice [28], such as designing sys-
tems that can help values and ethics advocates find allies within an
organization (who can then work together to enact change) [140],
or designing systems that help ESG financial investors consider a
broader range of risks to humans and non-humans when investing
in technology companies.

When working more broadly across these modes of actions, it
will be important for HCI researchers and designers to work with
and learn from those who have already been working with these
modes across research and practice, such as legal researchers, or-
ganizational sociologists, labor organizers, or values and ethics

advocates. Recognizing and incentivizing these forms of interdisci-
plinary collaboration can help support this work.

4.2 Navigating Hostile Infrastructures
Existing sociotechnical infrastructures—such as organizational gov-
ernance processes, market-based accountability mechanisms, public
policies, government systems, and technical systems—may not sup-
port certain shared human values or even be explicitly hostile to
these goals. In addition to seeing infrastructures as a landscape for
potential action, HCI researchers and values and ethics advocates
should also recognize the potential challenges and threats posted
by existing infrastructures and how to navigate them. This includes
recognizing differences in positionalities and vulnerabilities among
values and ethics advocates, and considering when and to whom
to make values and ethics work visible. While visibility can help
legitimize values and ethics work, at other times increased visibility
can increase surveillance or unwanted attention.

Doing values and ethics work in this context may also require
learning and teaching strategies for navigating and creating change
in large organizations (e.g., [84, 95]). This is a different design and
research problem than designing tools to help tech workers identify
values and ethical issues in product design outcomes. HCI designers
and researchers should consider designing tools to support the
human and social infrastructures of values and ethics work, attuned
to consideration of positionality and power. Lessons from historical
and contemporary labor activism and organizing in the technology
industry and in other industries can inform these design practices
(e.g., [71–73, 136]).

Furthermore, conducting and sharing research about values and
ethics work done by tech workers in industrial and corporate con-
texts poses difficulties, particularly in a US context. Corporate in-
frastructures such as nondisclosure agreements, corporate secrecy
practices, and corporate contracting and compliance practices can
make it difficult for a researcher to enter a corporate research site,
or for a researcher or tech worker to share information outside
of the boundaries of a company [116]. Additional discussion is re-
quired in the research community about strategies for conducting
research about values and ethics work given these barriers, or what
workarounds may be useful when direct access to these research
sites is unavailable (such as interviews or document analysis).

4.3 Re-Imagining and Re-Designing
Infrastructures

In addition to designing for current (potentially hostile) infrastruc-
tures, an infrastructural lens also suggests that these infrastructures
can be changed, re-imagined, and re-designed. This provides op-
portunities to embed the infrastructures with different values and
politics. Futuring methods such as speculative design can be utilized
to envision new configurations of technology production processes
that embody different politics than current processes.

Crafting these alternate imaginaries of technology production
processes should be tied to work to shift these infrastructures in
the present. This may require new modes of action, as well as new
directions for research and design. Researchers might focus more
on designing new social and organizational processes to support
values and ethics work, rather than tools that focus on technical
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design choices. HCI ethics education may highlight social compe-
tencies and “soft” skills required to conduct values and ethics work,
emphasizing the need to build alliances to create change rather
than assuming that a single well-intentioned individual will be
capable of enacting product changes on their own. Broader stan-
dards, policies, laws, and financial investment practices might be
changed to help create environments and conditions that are more
conducive to values and ethics work. A plurality of approaches
can help work towards changing existing systems that shape the
contexts of technology production.

The paper has focused primarily on technology development in
an American corporate business context, in part due to the global
(and often colonial) influence that these practices have [58]—though
international infrastructures such as standards and laws can affect
practices in American corporations. Using the lens of infrastruc-
tures, this paper identifies sites and modes of action that can help
create the conditions for tech workers to advocate for values and
ethics within these contexts during processes of technology pro-
duction. As alluded to in some of the examples presented, these
insights may be further applicable to other sectors, countries, or
types of organizations, such as academic research environments
[13, 122] or public sector organizations [56, 112]. I also acknowledge
that this set of interventions largely focuses on making changes
to and within existing institutions of global capital, without di-
rectly seeking to change these broader structures. However, I hope
that the infrastructural tactics discussed in this paper still hold
the possibility to create new sites and moments for critical action.
Given the moment of crisis of computing ethics, I see the tactics
discussed in this paper as something that can be implemented in
the shorter term, complementing a broader range of longer term
efforts to enact change or offer alternate infrastructures of technol-
ogy design (including those that are more directly adversarial to
current configurations of global capital). These efforts may take
on different forms across geographies, cultures, and communities
[29, 59, 63, 104].

5 Conclusion
Computing is in an ethics crisis. While HCI and adjacent fields have
developed a plethora of values and ethics tools, technology medi-
ated harms continue to occur at seemingly increasing frequency
and scale. The dominant approach in HCI to address values and
ethics in technology design is to create design tools to surface con-
sideration of values and ethics in the product design process. While
these tools often imagine an ideal empowered tech worker who
can use those tools and then make an alternate design decision,
in practice, individual-led change with values and ethics is very
difficult—as evidenced by the vignette of Francine in the introduc-
tion. While there are individual values and ethics advocates who
work at large technology companies, these individuals may not
have much social power within an organization, not be decision
makers, be concerned about retribution or social consequences,
or face competing organizational priorities. Moreover, corporate
technology design in North America occurs within the logics of
market capitalism, where the concerns voiced by values and ethics
advocates are often not a top priority. A continued focus on tool
development alone will not address this ethics crisis, which stems

from the broader social, economic, and political contexts in which
technology production occurs.

Turning to insights from infrastructure studies suggests several
paths and tactics forward beyond these individual-oriented and
tool-focused approaches. Insights from infrastructures promotes a
more complex ecological understanding of the organizational and
political contexts of values and ethics work, suggesting a broader
landscape for interventions, as well as new collective, organiza-
tional, economic, or political modes of action to address ethics and
values in technology design. (Re)designing these infrastructures
can help create the conditions for people to do values and ethics
work, potentially in ways that are more sustainable and scalable
than individual action alone.
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